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ThIRU lABS adds value to customers by providing a safe environment
for businesses to operate without the worry of being robbed, hacked,
harassed, blackmailed, attacked and destroyed by malicious
elements. ThIRU lABS will provide an environment of low risk  and
safety for businesses and users to operate without fear in today’s
insecure globally internet environment.

ThIRU lABS

ThIRU lABS

Deep technical expertise with broad governance and standards
based services, ThIRU lABS offers necessary and immediate
services to assist organisations manage the complexity of the
global cyber threat landscape and risk exposures.
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R I S K



M I T I G A T E

Threat Intelligence Response Unit
ThIRU

Monitoring  across the architectures

Orchestration across the architectures

www.thirulabs.com



CYBER GOVERNANCE
C Y B E R  T H R E A T  A N D  R I S K  M A N A G E M E N T

Plan Cybersecur ity  R isk

Assessment   

Ident ify  your  cr it ical  business

services and processes and

associated information assets  

Conduct  Business I mpact  Analysis

(BIA)  and Risk  Assessment  

Map your  cr it ical  information assets

with  def ined cybersecur ity

Establ ish missing or  not  appl icable

cybersecur ity  capabi l i t ies    

Report  to  CIO/CISO/EXEC   

Annual  Cybersecur ity  R isk

Assessment    

C Y B E R  S E C U R I T Y  I N T E R N A L  A U D I T

Plan    

Ident ify  scope  

Execute the audit

Formal ize  f indings

Report  

C Y B E R  S E C U R I T Y  A W A R E N E S S  &  T R A I N I N G

Improve your   learning and

understanding of  cybersecur ity

capabi l i t ies,  latest  cyber  r isks,

current  trends,  and threat

landscape

Adequate p lanning and

implementat ion of  ident if ied

cybersecur ity  capabi l i t ies

Develop techniques to  identify ,

assess,  manage & monitor  you r

cybersecur ity  capabi l i t ies
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ENDPOINT SECURITY PROTECTION

Harden ·  

Implement and enforce endpoint

secur ity  conf igurat ions by  apply ing it

on operat ing system,  appl icat ion and

network layers  

Def ine an endpoint  secur ity  pol icy  that

dictates the type of  conf igurat ion

required on endpoint  devices by

support ing industry  leading pract ices ·

Ensure that  best  pract ice secur ity

conf igurat ions are  appl ied on

endpoints ·  

Ensure that  appl icat ion whitel ist ing is

appl ied on endpoints

www.thirulabs.com

A capability for protecting all endpoints such as servers, desktops, laptops, wireless
devices, mobile devices and other OT/IoT devices connected to the network from
cyber threats. This capability will implement the processes, controls and technologies
required to build a sustainable endpoint protection program aligned to your business
and focused on protecting all endpoints that matters most with respect to services
provided fully protected

Manage ·  

Track asset  invento ry  o f  endpoint  devices

on asset  reposi tory  by  gather ing a l l  the

detai ls  of  ha rd ware,  operat ing systems,

and appl icat ions changing and

configurat ions·  

Ensure that  endpo int  change s,  patches and

configurat ion go through a  control led

change manageme nt process to

continuously  l og and track secur ity

requirements

·  Instal l  secur ity  appl icat ions on endpoint

devices to  ensure that  r ight  protection is

appl ied

·  Integr ity  che cking  mechani sms are used

to ver if y  software,  f i rmware,  and

information integr ity

·  Manage mobi le  devices,  re lated

appl icat ions,  and appl y  se cur ity  co ntrols  on

mobi les dev ice s including BYOD (br ing yo ur

own device)  a nd COPE (corporate-owned,

personal ly  en abled)  devices

Monitor  ·

Detect  u nprotected endpoints v ia

secur ity  operat ion centre

·  Ident ify ,  t rack and detect  abnormal

behaviours or  mal ic ious act iv it ies

·  Ensure endpoint  protection is  appl ied

Dispose ·  

Manage reuse or  f inal  d isposit ion of

expired,  obsolete devices,  and

u nwanted endpoints in  a  secure

manner

·  Ensure the  information stored on

obsolete,  expired,  and unwanted

endpoints storage/media  are

appropr iately  sanit ized



APPLICATION SECURITY

Identity

Software p latforms and appl icat ions

within  the organizat ion are  inventor ied

·  Ident ify  in  which of  the fol lowing

appl icat ion l i fecycle  phases the

appl icat ion is :

-  Development

-  Implementat ion
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Application Security capability is the processes use to prevent/detect/correct security
weaknesses during the development, acquisition of applications and while using
existing applications. Thereby reducing the application vulnerabilities before they are
deployed and reduce the likelihood of successful exploitation.

Quality

Select  appropr iate  appl icat ion secur ity

method based o n the phase the appl icat ion

is

Appl icat ion l i fecycle  phase  

Appl icat ion Secur ity  Metho d1 .

Development

·  Secure Coding

·  Threat  Model l ing

·  Design Rev iew

Imple mentat ion2 .

·  SAST

·  DAST

·  Appl icat ion –  le vel  vulnerabi l i ty

shie ld ing

Test

 Test  the appl icat ion with  the select ed

appl icat ion secur ity  method

Treat

Tre at  ·  The development and test ing

environments are  separate from the

production environment

·  Determine and docume nt remediat ion

of  issues

·  Schedule  treatme nt act iv ity  based on

defined service levels

·  Apply  remediat ion steps,  adher ing to

establ ished procedure

·  Track a l l  changes made to  the

appl icat ion



SERVICES

Establ ish formal  pol ic ies,  procedures and guidel ines

•  Def ine program scope and identify  target  assets

•  Establ ish governance and def ine ro les & responsibi l i t ies  ( refer  organizat ion structure in

Cybersecur ity  Governance chapter  and compendium section of  th is

chapter)

•  Def ine avai labi l i ty  cr iter ia  and acceptance standards

•  Deploy/conf igure appropr iate solut ions to  a l ign  with  establ ish standards

•  Deploy and tra in  team members to  support

•  Ident ify  opportunit ies of  automation where appl icable

•  Def ine services levels  for  remediat ion act iv ity

•  Def ine ru les of  engagement which wi l l  be  fo l lowed

• Continual ly  improve pol icy ,  procedure & guidel ines with  changing r isks and lessons learned

A critical capability for protecting the Infrastructure and hardware used to interconnect
devices and systems for communication internally and externally. This capability
will implement the processes, controls and technologies required to build an effective
Network Security program that is aligned to the business and focused on
protecting all systems that matters most with respect to services provided for you.

NETWORK SECURITY

www.thirulabs.com



IMPLEMENT

A basel ine conf igurat ion of  information

technology/ industr ia l  control  systems is  created

and maintained incorporat ing secur ity  pr incip les

(e.g .  concept  of  least  functional ity)

·  Network integr ity  is  protected (e .g .  network

segregation,  network segmentat ion)

·  Conf igurat ion change control  and patch

processes are  in  p lace and fol lowed through

change and patch management ( refer

change and patch management capabi l i ty  chapter)

·  Communicat ions and control  networks are

protected

·  Mechanisms (e .g .  fa i lsafe,  load balancing,  hot

swap)  are  implemented to  achieve resi l ience

requirements in  normal  and adverse s ituat ions

PREPARE

Network infrastructure devices within  the

organizat ion are  inventor ied

·  Organizat ional  communicat ion and data f lows

within  the system and between interconnected

systems are mapped

Network Security Configuration Management is the process, in which the secure
configuration baseline of network components is formalized and subsequently verified
against the actual state.

NETWORK CONFIGURATION MANAGEMENT

MAINTAIN

 A  basel ine of  network operat ions and

expected data f lows for  users and

systems is  establ ished and managed

·  Vulnerabi l i ty  scans are  performed in

col laborat ion with  Secur i ty  Moni tor ing

and Operat ions

REVIEW

Management and dashboard report ing of

identif ied Secur ity  Conf igurat ion

·  Deviat ions.

·  Event  detection information is

communicated to  appropr iate part ies

-  In  case of  Alert ,  Network Secur ity  Team

wi l l  execute response act ions

-  In  case of  Incident/Breach,  Incident

Response Team wi l l  execute response

actions
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PROVISION

Physical  and network access to  assets is

managed and protected

Remote access of  users and devices are  managed

Network integr ity  is  protected (e .g . ,  network

segregation,  network segmentat ion)

Data-at-rest  is  protected (refer  Data Protection

capabi l i ty  chapter)

Data- in-transit  is  protected (refer  Data

Protection capabi l i ty  chapter)

Remote maintenance of  organizat ional  assets is

approved,  logged,  and performed in  a  manner  that

prevents unauthor ized access

Users,  devices,  and other  assets are

authenticated (e .g . ,  s ingle-factor ,  mult i -factor)

commensurate with  the r isk  of  the transaction

Access permissions and author izat ions are

managed,  incorporat ing the pr incip les of  least

pr iv i lege and separat ion of  dut ies

Mechanisms (e .g .  fa i lsafe,  load balancing,  hot

swap)  are  implemented to  achieve resi l ience

requirements in  normal  and adverse s ituat ions

PREPARE

Physical  devices and systems within  the

organizat ion are  inventor ied

Organizat ional  communicat ion and data f lows

within  the system and between interconnected

systems are mapped

Cybersecur ity  ro les and responsibi l i t ies  for  the

entire  workforce and third-party  stakeholders

(e.g . ,  suppl iers ,  customers,  partners)are

establ ished

Network Access Control Management is the process to control – who (user) or what
(devices) has authorized permission to access the network

NETWORK ACCESS CONTROL MANAGEMENT

MAINTAIN

 A  basel ine of  network operat ions and

expected data f lows for  users and

systems is  establ ished and managed

Vulnerabi l i ty  scans are  performed in

col laborat ion with  team responsible  for

Secur ity  Monitor ing and Operat ions

REVIEW  

Management and dashboard report ing of

identif ied Network Access Control

deviat ions.

Event  detection information is

communicated to  appropr iate part ies

In  case of  Alert ,  Network Secur ity

Team wi l l  execute response act ions

In  case of  Incident/Breach,  Incident

Response Team wi l l  execute response

actions



IDENTIFFY

Physical  devices and systems within  the

organizat ion are  inventor ied

Organizat ional  communicat ion and data f lows

within  the system and between interconnected

systems are mapped

External  network systems are catalogued

Adequate capacity  to  ensure avai labi l i ty  is

maintained

Network Monitoring Management, part of the Network Operations Centre (NOC), is a
process to handle incidents and alerts that affect the performance and availability of the
network.  

Focus will be on:  DDoS Attacks, power outages, network failures; Remote hands support,
the configuration of hardware (such as firewalls and routers) routing black-holes; Port
management; Communications with network users when a major incident occurs,
impacting network services; and First level triage of network change requests; once
validated, then forward to appropriate stakeholders

NETWORK MONITORING MANAGEMENT
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DETECT

Dete cted events are  analysed to  understand

attack targets and methods

Event  data are  col lected and correlated from

mult ip le  sources and sensors

Maintenance and repair  of  organizat ional  assets

are performed and logged,  with  approved and

control led tools

Remote maintenance of  organizat ional  assets is

approved,  logged,  and performed in  a  manner  that

prevents unauthor ized access

Network Vulnerabi l i ty  scans are  performed in

col laborat ion with  team responsible  for  Secur ity

Monitor ing and Operat ions

Network Monitor ing processes are  tested

Network Audit/ log records are  determined,

documented,  implemented,  and reviewed

RESPONSE

Notif ic at ions from detection systems

are investigated

Coordinat ion with  internal  and external

stakeholders occurs consistent  with

response/escalat ion p lans

Event  detection information is

communicated to  appropr iate part ies

In  case of  Alert ,  Network Secur ity

Team wi l l  execute response act ions

 In  case of  Incident/Breach,  Incident

Response Team wi l l  execute response

actions

RECOVER  

I n  col laborat ion with  Teams responsible

for  Secur ity  Monitor ing and Operat ion

and Incident  Handl ing and Response

Recovery  p lan is  executed dur ing or  after

a  cybersecur ity  incident

Incidents are  contained

Incidents are  mit igated

·  Newly  identif ied vulnerabi l i t ies  are

mit igated or  documented



CLASSIFY

Data  label l ing  as it  is  created,  using labels  that  are

clear  and meaningful

Data c lassif icat ion process according to  its  value,

sensit iv ity ,  r isk  of  loss or  compromise,  legal  and

retention requirements for  you

Data categor ized in  terms of  i ts  need for

protection ( i .e .  Publ ic ,  Internal ,  Sensit ive,

Restr icted,  etc. )

As per  regulatory  standards,  th is  wi l l  be  c lassif ied

and managed

A capability that prevent classified information from leaving an entity’s boundaries
without authorization or unauthorized use of data in general. This service will help in
implementing the processes, controls and technologies required to build a sustainable
data protection program aligned to the business and focused on protecting the data that
matters most with respect to services provided to you.

IDENTIFFY

Understand the ent ity ’s  information assets

Identify  a l l  information sources that  needs to  be

protected based on its  level  of  sensit iv ity ,  va lue,

and cr it ical ity

DATA PROTECTION & MANAGEMENT
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PROTECT

Protect  data based on its  c lassif icat ion,

with  the h ighest  protections appl ied to

the most sensit ive data

MONITOR  

Understand how data is  used and

identify  exist ing behaviour  that  puts

data at  r isk

Monitor  a l l  data movement to  gai n

vis ib i l i ty  into sensit ive data

movement and determine the issues

that  need to  be addressed

IMPROVE & REMEDIATE

Imp rove and remediate ·  Continuousl y

improve and remediate identif ied errors

and processes

Data Declassif icat ion or  destruct i on and

secure d isposal

DATA

DLP



IDENTIFICATION

Define a  process to  a l locate/ identify  required

changes,  patches,  conf igurat ion and d isposal  of

information assets requirements

Establ ish a  process to  a lert/not ify  re levant

stakeholders on the required procedures for

secure change,  patch and conf igurat ion

deployment

Define a  process to  assess the change and

secur ity  impact  associated with  a l l  changes,

patches,  and conf igurat ion of  assets

Define ro l lback/recovery  procedures to  help

restore undesired outcomes result ing impact  on

business/secur ity  operat ions

Define a  process to  continuously  log and

document change,  conf igurat ion,  and patch

deployments p lan

Establ ish a  process to  not ify  stakeholders in  the

event  of  breach and downtime result ing from

changes,  conf igurat ion,  and patch deployment

Define a  process to  detect,  a lert ,  investigate,  and

notify  re levant  stakeholders for  unauthor ized

changes

Establ ish a  process to  receive t imely

notif icat ion/alerts  of  required patches on

information assets from third-party  vendors

The Change and Patch Management capability is a centre for all technological changes
occurring in a technology environment. In other words, all information assets
changes on endpoints, IoT, and OT devices configurations, patch deployment, and
recovery activities undergo through a controlled environment and will be managed
with this SERVICE.

R equirement Gathering

Activ it ies and processes are  def ined to  ensure

that  business and secur ity  requirements are  met

Secure communicat ion channels  are  establ ished

and maintained for  communicat ing change,

conf igurat ion,  and patch requirements

CHANGE & PATCH MANAGEMENT
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AUTHORISATION  

Def ine author izat ion mechanisms to

ensure change,  patch,  and required

configurat ions act iv it ies are  consistent

and in l ine secur ity/business

requirements

APPROVALS

Define a  process to  ensure that

deployed proposed changes,  patches,

and required conf igurat ions meet

business and secur ity  requirements

Establ ish and maintain  secure

communicat ion channels  to

communicate,  agree,  and approve

service outage and business outage

result ing from change,  conf igurat ion,

and patch deployment act iv it ies within

the change control  committee

PATCH

SALT



The Change and Patch Management capability is a centre for all technological changes
occurring in a technology environment. In other words, all information assets
changes on endpoints, IoT, and OT devices configurations, patch deployment, and
recovery activities undergo through a controlled environment and will be managed
with this SERVICE.

CHANGE & PATCH MANAGEMENT
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 LOGGING

Define and mainta in  an asset  repository

to log a l l  changes,  conf igurat ions,  and

patches in  terms of  requirement

descr ipt ions,  impact  rat ings,  category,

author izat ions,  and approvals

Establ ish a  process to  log and track

issues and r isks associated with  the

changes,  conf igurat ions,  and patches

are communicated and audited/reviewed

by respective stakeholders

Establ ish a  process to  capture,  log,  and

report  change,  conf igurat ion,  and patch

deployment outcomes are correct ly

distr ibuted among respective

stakeholders

Define escalat ion mechanisms and

actions p lans with  internal  and external

stakeholders in  the event  the secur ity

breach/unauthor ized changes have

occurred

IMPLEMENTATION

Establ ish a  process to  def ine and

document change,  conf igurat ion,  and

patch deployment p lans

Define mechanisms to address secur ity

requirements on production systems

Define a  process to  ensure that

changes,  conf igurat ion,  and patch

deployment are  tested in  test ing

environment and meet secur ity

requirements

Define mechanisms to a lert/not ify

respective teams for  change,

conf igurat ion,  and patch deployment and

monitor ing act iv it ies

Maintain  segregation of  dut ies in

deployment act iv it ies and environments

in  terms of  approvals ,

test ing/ver if icat ion,  development,  and

deployment

Establ ish a  process for  not ify ing internal

and external  stakeholders for  p lanned

and unplanned outages

PATCH



COLLECTION

Secur ity  audit/ log records are

determined,  documented,  implemented,

and reviewed in  accordance with  pol icy

Roles and responsibi l i t ies  for  order  of

operat ion are  wel l  def ined to  ensure

accountabi l i ty

Detection act iv it ies comply  with  a l l

appl icable  requirements

Cyber  threat  intel l igence is  received

from information shar ing forums and

sources

ANALYSIS

Detected e vents are  analysed to

understand attack targets and methods;

accordingly ,  t r iage is  conducted

Impact  of  events is  determined

Incident  a lert  thresholds are  establ ished

Monitor ing for  unauthor ized personnel ,

connections,  devices,  and software is

performed

The network is  monitored to  detect

potentia l  cybersecur ity  events

The physical  environment is  monitored to

detect  potentia l  cybersecur ity  events

Personnel  act iv ity  is  monitored to

detect  potentia l  cybersecur ity  events

Vulnerabi l i ty  scans are  performed

External  service provider  act iv ity  is

monitored to  detect  potentia l

cybersecur ity  events

Security monitoring is defined as maintaining ongoing awareness of information
security, vulnerabilities, and threats to support organizational risk management
decisions. As a pre-requisite of security monitoring a baseline of network operations and
expected data flows for users and systems is established and managed.

SECURITY MONITORING
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FUSION

Event  data are  aggregated and

correlated from mult ip le  sources and

sensors

Mal ic ious code is  detected

Unauthor ized mobi le  code is  detected

ACTION

Event  detection information is

communicated to  appropr iate part ies

In  case of  Alert ,  Secur ity  Monitor ing

Team wi l l  execute response act ions

In  case of  Incident/Breach,  Incident

Response Team wi l l  execute response

actions

Detection processes are  tested

Detection processes are  continuously

improved



DETECTION & ANALYSIS

Events are  reported consistent  with

establ ished cr iter ia

Notif icat ions from detection systems

are investigated and tr iage is  conducted

 An Incident  Response plan wi l l  be

executed dur ing or  after  an event

Incidents are  categor ized and the impact

of  the incident  is  understood   

Mal ic ious code is  detected which have

been identif ied as a  part  of  analysis

Forensics are  performed,  where required,  

Newly  identif ied vulnerabi l i t ies  are

mit igated  

Information is  shared consistent  with

response plans

·  Mechanisms shal l  be put  in  p lace to

monitor ,  t rack and quantify  the types

and volumes of  cyber  secur ity  incidents

·  Processes are  establ ished to  receive,

analyse and respond to  vulnerabi l i t ies  

PREPARATION

 Inc ident  Response plans are  prepared,  in

place and managed

Personnel  know their  ro les and order  of

operat ions when a  response is  needed

Prepare Incident  Response Contact  L ist

which should  include contact  information

of  a l l  internal  and external  stakeholders

Define a  secure way of  communicat ion

such as encrypt ion software (Rights

Management Servers/PGP Keys/Digita l

Cert if icates)  for  communicat ion among

stakeholders,  especia l ly  external

Response plans are  tested

Response planning and test ing are

conducted with  cr it ical

suppl iers/providers

A reactive capability that addresses and manages effects of an attack or anomalous
activity. It is an essential capability required to respond all incidents occur with
respect to your environment

INCIDENT HANDLING & RESPONSE

www.thirulabs.com

POS INCIDENT ACTIVITY

Response plans incorporate lessons

learned

Response strategies are  updated

Recovery  p lans incorporate lessons

learned

Recovery  strategies are  updated

Publ ic  re lat ions are  managed

Reputat ion after  an event  is  repaired

CONTAINMENT ERADICATION & RECOVERY

Incidents are  contained

Incidents are  mit igated

Coordinat ion with  stakeholders occurs

consistent  with  response plans

Voluntary  information shar ing occurs to

achieve broader  cybersecur ity

situat ional  awareness

Recovery  p lan is  executed dur ing or  after

an event

·  Recovery  act iv it ies are  communicated

to internal  stakeholders and executive

and management teams



DESIGN

 Establ ish  an overal l  sense of  d i rect ion

and pr incip les for  act ion with  regards to

protection of  Data/ Information in  the

Entity

·  Establ ish the Governance for

management of  Pr ivacy Framework

·  Provide d i rect ion and support  for

implementing controls  to  protect

Data/ Information,  compl iance with

appl icable  laws and regulat ions and to

implement best  pract ice

·  Def ine purpose for  col lect ion,

lawful/r ightful  usage,  d isclosure,

transfer ,  retention,  archival  and d isposal

process of  pr ivate data

A capability that ensures compliance to legally binding regulation for protecting
personally identifiable information as per the  privacy and international regulations.
This capability will implement the processes, controls and technologies required to build
a sustainable data Privacy capability 

VALIDATE

Establ ish a  process for  evaluat ing the

effect iveness of  pr ivacy structure and

continuously  improve the composure of

the Ent ity

·  Conduct  per iodic  audits  and

performance reviews of  the Pr ivacy

Management Framework

·  Review if  implemented pr ivacy and

secur ity  controls  are  functioning as

required

IMPLEMENT

Establ ish Pr ivacy Impact  Assessment

(PIA)  to  analyse how Personal ly

Identif iable  Information (PI I )  is

col lected,  used,  d isseminated,  and

maintained

·  P IA and implementat ion of  controls

shal l  be performed on those Personal

Identif iable  Information (PI I )  data

elements as identif ied in  the PI I

inventory

·  The PIA report  shal l  ident ify  and assess

the impacts of  a l l  business functions on

the pr ivacy of  personal  information of

customers,  employees,  &

vendors/contractors together  with  the

suggested remediat ion for  treat ing or

mit igat ing those impacts including   level

of  r isk  associated to  the processing

ofthat  information

DATA PRIVACY
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OPTIMISE

 Embed Pr ivacy within  the organizat ion’s

culture

·  Include management of

Data/ Information as part  of

organizat ional  core values and effect ive

management

·  Establ ish a  process for  evaluat ing the

effect iveness of  pr ivacy structure and

continuously  improve the composure of

the organizat ion and the consequences

of  nonconformity

·  Raise,  enhance and maintain  awareness

of  Pr ivacy through an ongoing education

and awareness programme for  a l l

employees and stakeholders



DESIGN

Directory  services have been

implemented.

Unique,  Dig ita l  ident it ies have been

identif ied including people  ( internal

employees,  contractors,  external

constituents,  or  business partners) ,

systems,  and services.

Remote access logins are  considered

whi le  def in ing strategy for  ident ity  and

access management.

Consider  mobi l i ty  and c loud as future

dr ivers  for  how IAM could  be enforced

having a  matur ity  self-measurement

mechanism

Secur ity  r isks have been identif ied for

identit ies and its  access r ights dur ing

the r isk  assessment

AA capability that manages the right individuals to access the right resources at the
right times for the right reasons. Identity and access management (IAM) addresses the
mission-critical need to ensure appropriate access to physical and logical assets and
associated facilities is limited to authorized users, processes, and devices with respect to
services provided for the global  market.

VALIDATE

Establ ish processes and tools  to

understand the health  of  the var ious IAM

components

Identify  opportunit ies for  improvement

in  processes

Provide evidence for  access

reviews,audit  act iv it ies,

Demonstrat ion of  compl iance to  pol ic ies,

standards,  and regulat ions.

Access and review cert if icat ion

Pol icy  compl iance monitor ing

Role  and def in it ion cert if icat ion

IMPLEMENT

Establ ish formal  IAM pol ic ies,

procedures and guidel ines

Define IAM program scope

Establ ish governance and def ine ro les &

and responsibi l i t ies   

Def ine acceptance standards

Deploy/conf igure appropr iate solut ions

to a l ign  with  establ ished pol ic ies and

standards

Deploy and tra in  team members to

support  IAM processes and continual ly

improve IAM pol icy ,  procedure guidel ines

with changing r isks and lessons

IDENTITY & ACCESS MANAGEMENT

OPTIMISE

 Ident ity  & Access Administrat ion:  

Access Control :  

Provis ioning:  

Role  Management:

Ent it lementManagement:

Access Logging and Monitor ing:  

Ident ity  Audit :  

www.thirulabs.com



STRIPPNG APPS

·  Removing unnecessary  software apps

 Al l  systems come with  a  predefined set

of  software packages and software

modules that  are  gener ic  and assumed to

be useful  for

general  use.  Based on your  intended use

of  the system,  you should

disable/remove a l l  unnecessary  software

A proactive capability that ensures the secure operations of the entity cloud services
offered by a local Cloud Service Provider (CSP). The
capability will focus on how to ensure proper hardening for your cloud-based assets.

STRIPPING SERVICES AND CONNECTIVITY

Disabl ing or  removing unnecessary

services and ports

·  (Remove a l l  services,  which are  not

used in  production.  You can a lways just

disable  them,  but  i f  you have the choice

remove them altogether .  This  wi l l

prevent  the possible  errors  of  someone

activat ing the d isabled service further

down the l ine)

STRIPPING CREDENTIALS

Disabl ing or  removing unnecessary

usernames and credentia ls  (Several

software has come with  predefined user

accounts for  var ious uses -  f rom remote

support  to  service accounts for  specif ic

services.)

Removing a l l  remote support  and service

accounts which are  not  to  be used

Besides changing,  a l l  default  passwords

CLOUD ASSET SECURITY HARDENING

www.thirulabs.com

PATCHING & BASELINING

 Apply ing secur ity  and functional ity

patches (Cover ing operat ing system and

al l  approved appl icat ions)

VERFICTION

Performing a  fu l l  scan for  ver if icat ion

purposes preferably  twice a  year



TRANSPORT &   
INFRASTRUCTURE

Financial
services
Banking

Insurance
Investment

Houses

Government
Departments

Agencies
Statuotory
authorities

Critical
Infrastructure

Electricity
Water

Airports
Infrastructure

Telecommunications

Health
Hospitals

Community centres
Field emergency

Defense
Airforce

Land force
Navy
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